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GKfXCS ©P 


fj-jae aissiOffl of the Office of ecsaaiHieations ie t© provide staff support to 
cesanunicatiens and electronic matters- asd to provide electronic ess^mications 
csMQBie&tioas -traffic • 


the Director of Central Intelligence by advising him on 
facilities utilised in the transmission of classified 


¥msT&ms $m - M?FWTmm 


fh® Office of esaaaunic&tions is responsible for: 

'eontissuing coloration and evaluation af facts fSess all screes including liaise, 

mission, of the Office ©f ©asasmications . 


relative to ths accosplis&sgnt of the 


fsrsail&tion ■ and iaplesBsntat i e 
fac ill ties 'conceived and operated 


» 0 f policies and progseaff ufeieh will sake available, to the Agency adequate teleccesamications 
under the sasat jsgaim and efficient techniques available. 


■ Supervision and regulation of ccssamieations practices of the Agency under concepts sad policies designed to safeguard these 
practice©' wL%h adequate security stasdwrds . j 

SfcteMlation and ifi^easentation of policies and prograte estorecing research into and development of colocations techniques, 
facilities ass speeieliaed electronic sssuipsent especially adapted to the needs Oi ths Agency. i 

Liaieoh with other Government agencies on coaamicatioas-sM electronics miters, including the provision of technical support 
for negotiations with officials of foreign governments concerning ceassunreatioBS satyrs. 

' ' Conduct of ajprapriate intra-Agency liaison essential to the proper coordination and planning for conaainieations support of 

Agency projects . - 


MmlrtlK and continual review of Mobilisation Flans concerning cossamications matters, and the preparation of comswaications 
mmstas to over-all A@aney mobilisation plans . • . . \ 

Betewdnation of requirerants for equipment .and personnel aM other logistic support for cc-aniaJcatf ms 'privies of the Agency. 


Cow&set of highly specialised technical training, both elementary and advanced- for all coi^uricea^r 
and -the constant revision of cefflsaanieationa training ssthods to. keep pace with th® rapid advance _n - 

induct of certain special sensitive conssunications projects including magnetic radiation e. v'.io* 
ception, monitoring and other associated activities. 


rso.^el of the Agency. 

I 

ion finding. Inter- 
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OFFICE €f TIE A3SI«BftflT DBISTO TOR OQSWUCmggSS . 

The Assistant Director ft? CcPJEunicatlons advises 'the Sirsctor of C£A ©n matters of communications - ana. elec ironies policy 
intelligence matters related to eomunicatlons and electronics, and all ether communications and- electronics natter* which havje a 
hearing upon the security of the United States under the responsibilities of the Central Intelligence Agency a* set forth in its 
various eharters . and is’ responsible .for the over-all administration of the office. The immediate office of the Assistant Director 
includes the Deputy Executive Officer and the ftegistry. 

FILMS AM fOMCT STAFF 

The Plans and Policy Staff assists in the development of Office policy §M operations! procedure® in the tforjszlation of plans 
ay# in the coerdination of the activities of tbs Office -of Cas»mications with other CIA Offices and outside agencies. It formulates 
and recommends eornimuiications -policies to affectively support Agency operations. - ’ 

Herabers of the staff represent the Assistant Director on ister-ageney and Inter-office committee®. They provide coordination 
for project® end progress which affect core than one of the- Divisions . They also represent Mss in discussion Of breed administrative 
policies . procedures and regulations. 

The staff provides a central point for the coordination and integration of divisional interest and io responsible for recear., ending 
office-level action to be taken by the Assistant Director. It drafts planning, policy, and operational ^'2^ for the Assistant 
rector undertakes such other specialised functions as he say direct. 

MMananwriTE &smf 

Hie AteLni strati v@ Staff administers policies and procedures to ensure uniform administrative and sup'-ort programs. for bot/i 

field and departmental activities in accordance with over-all CIA policies and plana, and directs aad ceordiaafess administrative 
end support activities for the 'Office, including budget, personnel, and management. 

80BMIBSTAL FHOGPAMS ■ 

Supplemental Progress® includes two major projects and the Headquarter® support organization for collection -of intelligence 
Information by electronic means. 


sisml em 

The Signal Center is responsible for enciphering, deciphering',' transmitting and receiving electrical cosaamications at 
Headquarters .. on a 24-hour "day, 7-days-a-wei?«k tenig. i Ths Chief, Signs!- Center Is responsible for assisting in the drafting- 
and coordinating of procedure . glides dealing, with sable writing and cable procedures for CIA, to. authorise use. of tele-, 
conference -facilities to those interested' offices of CXA; isc establish criteria for the -on-th®- job krai^i:-" of personnel 
destined for duty in Washington end the field-, to .ensure that adequate security precautions are maintained c.t all times .to 
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» SU field static; 


S«l^SLlS S e*ii;^ B a S r S B S i rT ! ' *£? **“" “““ PM tooeiwd .0- 

ciyptofsrpjfcio tone... oMlpM.tag «, dpciphoplng or «*n» ciystogxaphic t«me BttliUos vorS eKoto 

axtaiAL cm an Mmunr m ■ 

The S/C Archives pr®a®rvea by EiicrofilMn" and an * 

50 •- *» « «2* COWas of c “ 


coBBBunicatian# w/dK^ES efm^S'distebkaL^ 4 ^^ in ^ CVent ^ ««-* toshiiigto* 

& mmmim -MVisrcm 

s 2 rases £*-£&. 

w»i««tl<*. training program to onpure ayodlpMlttJ® of ouajftl^ ^ ^ coMtaiUcaUens pyoteo, conducts 

ww kx 

S og^i 1 “ t o?f- Lmnl ° a ^ «■ ^ -* 0,8 
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for all activities areas , wri ™*»te cts is iSSl^ ^ p iC&tl0aS 0tt »° r * ^ Qtl ^* riefcanlai the Office 

L««s» «am project®. aia Sraach is «®Port for these aaae Sixties 

©U^rt « to obtain accurate.. advwce ^ of ® lsm3ats ' to »*"*«• cofficiunication 

wm w&smss bmicb 

~t . „ ~ „ tMna , 

L-uA.iiaiiB, waa. am project®, tn is staSh is^aLSibii |®; cuti0 J °f jodwiuwawna operational support ffej * 

caaaaunication support aM to obtain accurate »/* •*»“* to pside 


AFRICA AflD MATO 


f»r ^LtmtL 16 5ST*ig" °L n ^!!!!L e r ,U ^' : p2Sa iWrt V otter eW*. with tte Office 

] [«d thel || [and Africa, including tfce| — 

ror t,rtese same aetivitlrcB — arens — «ywi rori — ~ , cua * * or tiie ^ irec ^ e^seeution of coancamications 

pate w/r alCT “ “ ~ - *> 

KEH'CKf MtAKH * * 


at “* «»?• of eot»m«.ti«a.fSnSfr 2s^3?c^ton^f f5^ n M in * ec<w4 “« «1* re^cte from ether 

fbr Agency use. distribution of frequency and proS^tioi^nfciSS? f J al * av ^ llabie ^terial in the frequency propagation field 
radio p^edurea. «* base Snd^T^°? *? th ® field: *•■««* evaluation of SgXf p SS“ 

cution ©f clandestine operations: establishing ILd aaihtainin?lif?*L wH lt3 ' R continuing revie ^ of field planning and exe? 
agencies and ceenercial conies for the CO ® mnicati0n officials m ot^ r 1 §. SSvSasST 

VariWaS ooraaun’ication systLs^esL^Sf ' ^©uring that §W ccmnloatiena are securer inte- 
^tivities Branch all setters reMtive L the c ^^ing *tli the JtaertXi 

matters pertaining to telecoHBsunications , ^ Cossaunicatiens Plan; eM for advising th® Chief . OC-e&E, on all 
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. miwm pmsaoK 

: She Security Sirlsion advloss IU& /'asiet&nt Birector, Office of CootHunications , on all cryptologic- methods and countermeasures ; 
develops, iisplea»at3 aad ecntrols ths S&A coaasamic&tlons security program t® ensure the .maintenance .©f the highest standards for . 
the cryptographic physical and tranmnission security of CM ecsmunicstlons develops and promulgates the basic theory upon which 
the CIA. eooBainicationr- security program is based prepares .instructions &A enforces the regulations formulated fro® such theory., 
establishes and aslntalns a working liaison wi~n other !J» S. QoverfBsent agencies ..concerned with coassunicatioBS security matters, 
and represents the Assistant Director for ©cmamleatlons. on ccssEunic&tioa security policy scatter® involving -allied foreign govern™ 
seats; sad selects coascucicatioas cipher devices required for Agency operation and provides' tor the logistic support of these 
cipher systems. 

STAl^ASg® & gUTPQKg BRAHCH 


2b is Branch deterasiaea the requirements and arranges for the production or procurement of all cryptographic systems devices , 
doeusente and otter materials used by CIA; provide® secure storage, distribute® and accounts for all registered cryptographic 
doeussents; prepares cryptographic instructional end procedural documents and ecammieatlons cover plans;, conducts liaison with 
other Government ngeneie® ffiSA sad State) for the purpose of keeping informed on current cryptographic and security procedures 
and developments ; establishes ccssamicatiOn- transmission asd cover security standards for CIA circuits aad determines- the crypto- 
graphic syatesra ted procedures to be esspAoyed on these circuits; ensure® that all Aspect® of security have been considered in the 
pluming;, - establishing and administering of eafiBmmieations link®; anS. issplessnts the activation end deactivation ©f cryptographic 
stations . 

-fsammm m&mu 

Sfcis Breach establishes ^se physical security requirements for the protection of cryptomatarial and classified coemmicatlons 
devices ■ review® and inspects the . physical security of cryptasaterial storey,, cryptocentsrs . cryptographic area® and ses®a®s 
telling procedure®; taking corrective action, ks "required; reviews proposed eM existing transmission and cryptographic operating 
procedures from the standpoint of transmission securilgr; conducts continuing supervision, monitoring, and review of staff and 
clandestine circuit® to ensure adherence with prescribed cryptographic and transmission procedures taking or directing remedial 
action as appropriate initiates and supervises communications deception progress as. required; establishes cryptographic clearance 
procedures and requirement© controls the issuance and revocation of these clearances; and maintains necessary records and prepares 
statistical studies needed for traffic analysis cable cost re iEahursemeat . crypto system load determination, and crypt© link require- 
ments. 

amfwzmjs wbqwm iswi 

This tandi assists in the analysis evaluation, and/or deveiopasent of crypto eysteas, device® and signal plans, conduct® 
research into, collect® and collates data concerning characteristics of foreign and Sams tie languages relating to agent crypto- 
graphic, systems, cryptographic a«& radio procedural traffic patterns throughout the world; characteristic® inherent in crypto 
systems., crypto devices end signs! plans; develop® new ciyptossystexas and devices and associate cryptographic- procedures . adapts 
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existing -.o . drvicoa So • Vt c«dfl of o^ociflc r^ireasnfe aa3js*0 in the davelGgsent end evaluation of signal 

glsas in ecij^e '** . -it. vT^ CL-e c 1 * * -"'in* Divisica analyses, tests, sM evaluates eryptosyetesu and devices ufaieh 

‘ mva ~>r * —^*01 for us? r ' " ';r*l spaus^rcl tpsyaiiosn -v»i - v^-j ieco*. ,r i£*?dctf js is improve their 

security eet'vvJrw., said. cryptosystem an*i devices shall he authorised for use by CIA and establishes the cryptographic standards ' 
for the operatic^ of authorised csygtosysteaa and devices; and. determines the character end extent of ^seible" cryptographic cats-* 
promises, tba wu'; nf classified infor^afcien ccssprasaieed m§. the effect of such compromises on the continued use" of the crypto- " 
graphic systole employed. •' 


sasiaBBRiHs or /isiow 


^Bg-kx'vlas Sivisioa prepares engineering .studies and the detailed engineering glass required to treperly. jsiplement. inte- 
grate, and f*eiieau3e the telecosswidcations planning activities of CIA; selects electronic teleco-OTjai cat^ie or associated equip- 
sent ftra eo'ncrsi'sX or.i military -sources that will feet meet the various requirements of the Agency * initiates develops and 
provides detailed engineering design of certain cossaunicetlons equipaMnt.for Agency use when the military and ecoassrcial firms are 
unable to provide, this equipment- arranges for the development ©f certain item of electronic a<pipsent through easaiereial engineer* 
rj 8 iaferatories ; provides for the design end eonstruetioa of cossunic&tions base Stations for the Agency, permanent- and mobile, 
Joreiga and toestic: provides fbr the detailed engineering of radio broadcast facilities furnished by the Agency. provides fox wire 
rac_lities engineering. and installs aa^ maintains eoK&Mnications equipment . Oftsducts technical liaison with eoajEsreial and other 
government organisations. ' 

. ftBSWSH ABB mm«B£ UtASgH * 

Braseh assists in the formulation of governing policies and in the implementation of prelim, embracing research lead- 
iisg «o the development of ecMJuntcatians techniques, equipj^nfcs and specialised eleetroale device® especially adapted. to the 

of the Agency. It explores the research and development programs ©f other Qoyersmnt agencies private organ! aatians, and 
foreign sovernmemts for the purpose of providing the %enc y with the latest technological advances and most efficient techniques 
available . A Ls^oratory facility is Mtetained for research dewlopaeat, appraisal and- analysis . and for- the fabrication of snail 
quantities of special electronic Items. 

mjm mammmm hmhch 

fhis Branch i® responsible for the coordinated design and preparation of plan® end specification® for the construction of 
£iJ *r; “fj 11 ® portal^ coBBunicationa facilities, and for the supervision of the installation of the eosaunicatlona equip- 
Ksnt , t«©®® facilities the supervision of equipment maintenance in world-wide coEmmicatloas facilities.; the preparation of 
speaifications adequate to allow bids cm aijy eanEunications base station a^&ratua; the installation and ia&lnteaaaee of all tele- 
type and associated equipment controlled by the Agency; the supervision ©f the installation and maintenance of power generating 


sra« 
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SEGBEff 


mmim, smoxs mmm 

ffeis ©ranch is responsible for fbxmlating, developing the following 

Cossaunl cations to P^ride necessary support eSa issue of Agency the 

general responsibilities: Exerting the actual control off the proe _^ 1 providing forecasts of refcurewnts for 

©fffiee of CosisfunieationB a® ree^ired „ sye rseas shipment off th«si~^ applies transfer ©f equipnent between 

eewinicatlons ©sad electronics equiprsent ant sjpU J isroleroenting of the OC Strategic ^serves Program establish- 

depots in tee continental 8. 8.: auUting in tk. jianni^ ofoteoiete on oteoleecent eeemanlcatlons equipment 

teTand implementing a retirements prograe far tb * Q f eoammications items are maintained engine tta. 

prleently in one or to M sand ted tenuring tent Pf f^, kJoT camunication. project.. Ifcln includes re- 

^terlals «• avaiiakle enl located « roared ^iSng iSpecUons and rotation of .took. , 

aposaibility for over-all supervision off proper storage,. ^rvei^ 


omssAS Q&sBmxsjmdm a cfflms 



*,e Asaintnnt Pirector for Co^icattetete^^^^ ^ ** . 

vide «ossmnieation@ service in each geographical area ffo PP° 

(Mer tee technical direction of tec patent *-*»,*»< 

--sir Stef sarsss s sri-s; — — • 


B«h toon Creations Activity. ’SgTSSSS.'SSltS; co>*Jc“ 

[timUSen operational support oad guidance to clandeatine arU ^ the provision of necessary radio equipment. 

ss^T^o r^r^ c “nS pSsrr-rss: «- « «»** - - «• ^ of 

cosfflEinicatibns support. 
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